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JDR.jl: Interactively Analyzing the RPKI

TL;DR:
we want to explore data published in the RPKI in an interactive, 
iterative and somewhat performant way.



JDR.jl: Interactively Analyzing the RPKI

Resource Public Key Infrastructure, a public, distributed repository 
containing attestations with regards to routing intents.

“ASN 211321 is authorized to announce prefix 2001:db8:123::/48”

Comprised of X509 certificates (listing INR resources), CMS 
manifests (listing files), X509 CRLs, and ROAs (also CMS format).













JDR.jl: Interactively Analyzing the RPKI

Fetch all the data from the RPKI,
plow through it locally/offline in an iterative, explorative manner.
E.g. in an interactive shell (REPL), notebooks (Jupyter)

Imagine: RP software giving a non-descriptive error ‘some.mft is 
kaputt’. Find the MFT. Then how to find its CER? And then how to 
find all the ROAs below that CER, possibly via subordinate CAs?



JDR.jl: Interactively Analyzing the RPKI

A Julia (.jl) package allowing to do all these things.

Julia is an interpreted-JIT-compiled language, enabling the 
interactive part (and thus notebooks) while still offering great 
performance.

We’ll see what components make up JDR.jl, and how they convert 
plain RPKI files into something we can easily analyse.



https://jdr.nlnetlabs.nl



JDR.jl `tree -L 3 src/`

 ASN1

 PKIX

 RPKI

 Common

 Webservice



JDR.jl `tree -L 3 src/`

 ASN1: decoding the RPKI files, creating ASN.1 structures

 PKIX : validate and enrich the ASN.1 structures (X509 and CMS), 
highlighting errors and extracting information, all RPKI specific

 RPKI: datastructures/types/functions to work with the results of the  
two modules above

 Common: Helper types and functions

 Webservice: API endpoints for jdr.nlnetlabs.nl



Demo / notebook

1) Determining all affected prefixes under a broken manifest

2)Finding unused resources/entitlements

3)Historical analysis

Follow along at https://jdr.nlnetlabs.nl/notebook



What’s coming

●Processing files (likely) belonging to missing manifests

●Fetching RPKI files without depending on Routinator, add RRDP 
support

●Focus on the ‘time’ aspect, e.g. seeing changes between two points in 
time, or processing historical data with a custom `now()`  

●More docs, increase test coverage, more docs



References

code + docs: https://github.com/NLnetLabs/JDR.jl

notebook: https://jdr.nlnetlabs.nl/notebook

RPKI: https://rpki.readthedocs.io/en/latest/

Julia: https://julialang.org/

https://github.com/NLnetLabs/JDR.jl
https://rpki.readthedocs.io/en/latest/
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