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How safe is your
password?

Website databases will often 'encrypt’ your password to make it more secure. They
do this by putting them through a system that will effectively turn it into a code
known as "hash’

Help users cope with
assword overload'

10 PASSWORD
SECURITY TIPS

Help users generate
appropriate passwords

Norton Identity Safe Tips
Password Generator
Uze the Norton identity Sale Password Gooaridor 1o create highly secure passwords that are dificult to

crack or guess. Just select the criteria for the passwords you need, and click "Generate Password(s)"
Hemember, the more oplons you choase, the more secure the passwords will be.

Stealing
Passwords

Rather than a list of password advice Norton has a password genarator where you can 1est your

passwords strength.
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Tip 7: Don't store passwords
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Tips for Teens: Password Safety @

Keeping Your Identity and Information Safe and Secure
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We've read how users re-use passwords and Hawever, 2
emgloy predictable paseword creation strategies. stacksang
This meang an attacker who gains accessto 2 for reversir
database containing pian text passwords already TETRVE 03
riows 8 user's i one system, They reason, &'y

can use this information to attempt to actess oefore has!
mare Important accounts, where further damage

- - = can be done. Insumm
- 8, Don't post it Pericdioale seuich sistami o d
3. Don't disclose information about yvou Do 1ot place 2 written :: o::;gl:a:' ;,:,:4 i ::.”,:f&., dor ]
words hased ot persomal inforwation  of vour monitor, under your keyboard, os ')s**'a!/"r’*"»d‘r”eﬂes" ”‘m' » Pre
ishing autoerated sent :
s mumber, mid-  case, et e out a secure ploce where yo iaf
ne number, mid-  case, ebc Figure ont a secure ploce where y examote) reularly searth for clese text emalls and 2




Statements for 4 advice

categories

Reuse
Phrases
Composition
Expiry

Reuse

Never reuse a password.
Alter and reuse passwords
Don’t reuse certain passwords.

Phrases

Don’t use patterns.

Take initials of a phrase.
Don’t use published phrases.
Substitute symbols for letters.
Don’t use words.

Composition

Must include special characters

Don't repeat characters.

Enforce restrictions on characters.

Expiry

Store history to eliminate reuse.
Have a minimum Password Age.
Change your password regularly.

Change if suspect compromise.
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Benefits/Cost Rank

B Benefit Rankings [l Cost Rankings
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a password access Defense in your words history to crack analyze software apply
control Depth password eliminate  passwords intrusions updated security
systems regularly reuse
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Your PASSWORD will expire in 90 days

Online guessing

Signln ©

§

Offline guessing
@ )

PASSWORDS
User1:$2b$10$i7.q
1065pU1M7XPBYy..
User2:$2b$10$D/h
70Zs3Vyv.CgSV5..
User3:$2b$10$.kh
DZO0rFsrOAaje.V...

G )
P@sswordMay

P@sswordJune



Multiple language dictionaries

Lists of common passwords

Website of user specific
information
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Summary

Password advice is contradictory

Does not represent best practice and security research

High user and organisation costs and low security benefits

Consider the attack landscape when giving advice.

For a general user automated attacks are what we need to be most concerned
about.

e Tailored blocklisting

Thank you

Contact:
hazel.murray@gcit.ie



