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Statements for 4 advice 
categories

✘ ✓

✘ ✓

✘ ✓

✘ ✓

● Reuse
● Phrases
● Composition
● Expiry

Contradictions



Costs and Benefits



Your PASSWORD will expire in 90 days

The reality!

     Online guessing 
        

P@sswordMay

P@sswordJune

PASSWORDS
User1:$2b$10$i7.q
1o65pU1M7XPBy..
User2:$2b$10$D/h
7OZs3Vyv.CgSV5..
User3:$2b$10$.kh
DZ0rFsr0Aaje.V…

  Offline guessing



Automated attack

q1

q2

q3Multiple language dictionaries

Lists of common passwords

Website of user specific 
information



Automated attacks
Facebook 13
Facebooku
computerispowerfacebook

linkedin
LinkedIn
jobsearch

Dublin

Mungu mwema

India123
cowboys1

Pelé



Thank you
Contact:
hazel.murray@cit.ie

● Password advice is contradictory
● Does not represent best practice and security research
● High user and organisation costs and low security benefits
● Consider the attack landscape when giving advice.
● For a general user automated attacks are what we need to be most concerned 

about. 
● Tailored blocklisting

Summary


