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JDR\.JI: Interactively Analyzing the RPKI

TL;DR:
we want to explore data published in the RPKI in an interactive,
iterative and somewhat performant way.



the RPKI

Resource Public Key Infrastructure, a public, distributed repository
containing attestations with regards to routing intents.

“ASN 211321 is authorized to announce prefix 2001:db8:123::/48"

Comprised of X509 certificates (listing INR resources), CMS
manifests (listing files), X509 CRLs, and ROAs (also CMS format).



|
— EqchSoofalstHL19zwk kudmauxs,
— EqcbeSdofalstHL19zwk kudmauxs,
— sxeztRqlx9vDaezip-"YwlhxuecHao,
— sxeztEqlx9yDezip-"YwlhxuecHao,
— ChihhBLdxSYED kecSebHKzHpzRY | cer
— cm2CJzJONGTPIRSRZMZ jdmdwd2U, cer
— CmeoISEYHHID JPIHZEYrTel2Tyl, cer
— cOxCvkmuxSolllk-0YeHagoC MwEN . cet
— csqcHOuGz 1 _BUREGYBUXbaw5Cd, cer
— CuwllisqualE2Mbl tVADEl xe2s—Kw ., cer
— Cy=J7dHwfallxuacDR2gath_-pac. cer
— d2
— _i"I:_EEI:I:I—f-ﬂﬁEl—-flEEE—ESEEI—EEIEDEHE-EEIEE-E
|
— 991 DHwAk-oJwHUgRRAgrSHehkbMc,
— 991 DHwAk-oJwHUgRREgrSkeh&c,
— ra-UnR2YekyM2dskMCGF L2 fDH-1 .
— r3-UnRE2YekyM2dskMCGF L2 fOH-1,
— d4q3 1 KPEHES0AK SKUZWIEAL xad , cer
— DSUedYZullmul 1zLLCBP-0sDEJEM ., cet
— da
— I?Eﬂag—ﬁef 1-4472-ae95-6099964530922
1
— 2bCdryh9x 1 c—9KkKEHCDmBXdLCKS
— 2bCdryhY9x 1 c-9KkKEHCDmBxXdLCES,
— kZ2H-v1k3Yv_kVDEBP44_BJoMHER.,
— K2H-vwik3Yy_kNVDEBP44_BJoMHER.,
— f50H4f-258e-41530-alea-91 764505976 f
L— 1
— O_wHYbtwekeHdmM1bkbFL1GGE: Kk,
— O_wHYbtwekEeHdmM1bkbFL1GGE:y ke,
— 15W9PxgmIgPcwahACEE-OBTE? 00,
— t5W9PxgmIgPcwahACEE-LBTE 00,
— DcYpePY j iMdimiPEsKBpuklYmMAE ., cer
— dd
— 1I’I:|_|:E~?3—-*-1E-55—-4|:IE—aaEI'EI—E-*-I?I:II ffadaas
1

1-e8PPEAJemE P L-MELxgnby 1PmE, crl
— 1-edPPEAJcmEfPtrMELxgnhv 1Pma . mft
— [skoHRE-51_FH11UzoEmS0E fukd, crl
— [skoMRE-51_FH11UzoEmS0E fukd, mft

=

r EEaﬁl 1-9176-422b-b5A4-54926alA 649
1

— 1hL1pHSglCc2gbzyqdfeqoaMtadg. crl

ines 1486-15311




luuk@golecat «~/, rpki-cacherepositorydrsyncdsunc. rpki nlnetlabs. nl frepofcadB $ cat 3135312e3231362e302e302 f32332d3233203d3e2A31313333  roa
5 *H
“Hed
*HAARAO00TH=HOO 010
221141 1085470-1 1 a3l IER528 1 AAALE2A181AAE] 57945 YAGEF 74R464 Y ABEECSH9EC 31 5E5A1 9541 SECEEE2DCE9AEF 15301 1E41991 35294FFeDA229D5 1 9BC520F 4405848E95E 33869E9F 1 SA4BRDAR Y SCAH
S41C1EBL 104461 FDFDER 169380 3EREAEESE 1695 720 7 dRSERSEASZBERAC 541 V2 1 d6E2EDACSFAYAARSFEE VEECASCFEFACAEES 13951 1IEVIDIAVESFS1B9AC 25 Y96R49285 1 E28E2AEFE 16 /8502FEVC1ACEY
ADEYIRES SR VESES 2592 4AVERBE4RE /ARSA1 5 VFED2ECEAD 1 472 3C 1 CDERAD M I2FRE2ESAFERS 1 FSEE9CE /FEAD 1 98 VES8ERSCE IFESCFDEE 1 9EDS 1 4CODd6FECEDI I DRI 1 ASEE4ACEACDFISESAAC L /99491F
AYRERRAGE*HZ 7ABSF BABRAIE TEE 19241 9CA4F 7 TIF CEDEFDERIREAFEEE2ERA 1 BF 451 3DAGA1 3A2A3R1AAR LA A
#11kW-j" OuArn.O0z000090g&0% ¢ <AO0
—BRYE06Tm, Or<0A00k0cO=0000]10ge0A
g0
) O0%0wi0d fO0E :00U00IbuA
[Ou™: 00AUAgL A7 ANCEYrsync: £ frsunc. rpkl  nlnetlabs, nl freposca BT 240 209805BCCIFDASATSEEFCACIAIACER 1 DAZE , cr 18+xBYB+AHsunc: £ Arpki . ripe. netfreposi tory ADEFAULT A 1yT
201 bzJ_aVHve_Iyl0dssBEACd ., cerb+
pEnE+E
raync: A Arsync. rpkl onlnetlabs, nl Arepodocasa 313531 223231 3623020302 £ 32332d32332A3d3e 2831313333 . roaldl A
H
+AA
@08 =H
kocsO j00%FGPZm 0b
a9 (Ys&ChO; 00b+3000@ | EONco+ulysSHO.
Oo0~JJx0B_¢

1#00000: Ji0Ee< $0=V. wf
[Ox000
OC=zI040
+&E :wF18001IbuA
Fis|

1
21A115111" 1TO%=0wl
»4rid *H dFalli
2nS1-U0 F#{dO00' 2%¥doRCUY!  OF
/1yz10004 %i6F0cg ' Lp.a000": -0000cgR0: <000f0610uR7:C L
luuk@golecat ~/.rpki-cache/repository/rsunc/rsync.rpki.nlnetlabs. nl freposcada § []




luukBgolecat «~/rpki~waches/repositorgdesynoedrsync, rpki onlnetlabs, nl Arepofocadd $ cat 3135312e3231362e3A2e3A2 132332d3233203d3e2A31313333 . roa

5 *H

“Hef

*HAAAOOO0TH=HOO \O10

L2A114118R5420-1 YR IZAS2E 1 BARZE2A1 81 8RE] 57945 YAREF /4A464 /REEECSH95C 31 5E5A1 9541 SECEEE2DCE9AE/F 1 301 1E4199]1 35294FFEDAZAADS 19BC520F 4405848E95E 35869E9F 1 SA4ERDAAYSCA
S41C1EBEBL 104461 FDFDERA I B9 3ADSERSARE9E 16957 2D dASEASERS2BERAC Y541 Y2 1 d6E2EDACEFA/AASFBEE VEBCASCFEFBCAEES 13951 IEV1DIAVESFE 1 B9RC2E/96A492A5 1 E2AS2AEF S 16 VE8562FBVC1ACE 7
2D RBE A6 VESES 259248 VERBE4RLAVARS A1 S VFEDZECELAD 1 47230 1 COERRD VI2FRER2ESAFERG 1 FSEE9CEYFEAD 1 95 VESEERSCE 1 FESCFDEE 1 9EDS 1 4C9D46FECEDI1 DCES Y1 A3SE4ACERCDFOSESBRC] 799491 F
H9EERBGE+H 7Aa5FBAERHE 7301921 SCaAF @, " v e S

}iiH—j” DUHFH.DEDDDDQBQﬁDuf{HDDd if [ -z "$1" 1: then

—b~RY$0G echo "Pass RPEI file ¢.crt, .roa, .mft)"
exit 1

fi
[Ou™: 006UEgl " B*AAZKYrsUnG | A4 FSUnc .-

201bzJ_avHYe_Iyl0ssEBCL, cerB+ 1f [[ C$# -eq 23 11: then
pAnE+ if [ $1 -ne "ee” 11; then
echo "for extracing EE cert, try 'rcat ee filepame.roa'"
exit 1
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CMD="openssl x5A9 -inform DER -text -in $IMFILE"
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CMD="openssl crl —-inform DER -text -in $IMFILE"
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echo "Unsure how to process a ($IMEXT, aborting”
exit 1
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if [[ -t 1 11; then
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fi
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M3_ContentInfo;
contentType: pkocsy-signedbata 1.2,848,113549,1,7.2)
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eval F{CMDZ
fil
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M3_ContentInfo;
contentType: pkocsy-signedbata 1.2,848,113549,1,7.2)
d.signedbata;
YErS1on: 3
digestAlgorithms:
algorithm: sha2Se (2.16.848.1.181.3.4.2.1)
parameter: <HBSEHNT »
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certificates:
d.certificate:
cert_info:
version: 2
serialHumber: BAx54B6144E73<4ESECEFEFA14865CTRABFADI1AGCCLE
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algorithm: sha2SelithRSAEncryption (1.2,5848,113549,1.1.11)
parameter: HULL
issuer: CH=d7Z4c2d98d5boc9fda5d755e fodcIA3achhnl daZe
walidity:
notBefore: Jan 15 18:55:54 2821 GMT
notAfter: Jan 14 11:88:54 2022 GMT
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Interactively Analyzing

Fetch all the data from the RPKI,
plow through it locally/offline in an iterative, explorative manner.
E.g. In an interactive shell (REPL), notebooks (Jupyter)

Imagine: RP software giving a non-descriptive error ‘some.mft is
kaputt’. Find the MFT. Then how to find its CER? And then how to
find all the ROAs below that CER, possibly via subordinate CAs?



JDRJI

A Julia (.)l) package allowing to do all these things.

Julia I1s an interpreted-JIT-compiled language, enabling the

Interactive part (and thus notebooks) while still offering great
performance.

We'’ll see what components make up JDR.jl, and how they convert
plain RPKI files into something we can easily analyse.



C;\/ﬂ J D R Search Resources Repositories

Compact view

rpkiripenet
@ @ @ @ @ @
rpki.adminfreerangecloud.cor rpkirpkitestml chloe sobornost net

Jltacom.com rpki-repo.as 207 960net rsyncrpkininetlabs.nl

LT

2WARMINGS =~
* SEQUENCE (1041856)
contentType O10 (7)
* content [0] (1041840)
* signedData SEQUENCE (1041835)
ripe-ncc-ta.cer version INTEGER (1)
* digestAlgorithms SET (1
* digestAlgorithm SEQUEMNCE (1.3)
OID (9) 2.16.840.1.101.3.4.2.1
MULL {0) | parameters MUST be absent (RFC5754)

« rpki.ripe.net ripe-ncc-tacer 3 TTE
v 2a7dd1d787d793e4cBaf56e197ddeed92afbbal3cer ~3 TR
v  KpSo3WWKSwWEHUNHC 2QHWW3d5mkcer ~3 TR
rsync.rpki.ninetiabs.nl 1yTC2Q bzl aVHVe lyQOssBOCAger i B * encapContentinfo SEQUENCE (1040147)
eContentType (MFT) OID (11)
* eContent [0] (1040149)
* OCTETSTRING (1040144
* manifest SEQUENCE (1040139)
manifestNumber INTEGER (2)

I Ik 8 &4 -
! 1§

thisUpdate GENTIME

https://jdr.ninetlabs.nl

Irpki-repolrsynci/rpki.ripe_net/repository/DEFAULT Ay TC201bz) aVHVe IyQOssBOCA cer

45
5]

B Compactview

= 1IyTC2Q1bz) aVHVe lyQOssBOC4.cer
/rpki-repo/rsync/rpki.ripe.net/repository/DEFAULT/1yTC2Q1bz) aVHVe lyQOssBOC4.cer



JDR.jl ‘tree -L 3 src/°

* ASNT
* PKIX
* RPKI
* Common

®* Webservice



JDR.jl ‘tree -L 3 src/°

®* ASNI1: decoding the RPKI files, creating ASN.1 structures

®* PKIX : validate and enrich the ASN.1 structures (X509 and CMS),
highlighting errors and extracting information, all RPKI specific

* RPKI: datastructures/types/functions to work with the results of the
two modules above



Demo / notebook

1) Determining all affected prefixes under a broken manifest
2)Finding unused resources/entitlements
3)Historical analysis

Follow along at https://jdr.nInetlabs.nl/notebook



What’s coming

*‘Processing files (likely) belonging to missing manifests

‘Fetching RPKI files without depending on Routinator, add RRDP
support

‘Focus on the ‘time’ aspect, e.g. seeing changes between two points In
time, or processing historical data with a custom now()

*More docs, increase test coverage, more docs



References

code + docs: https://github.com/NLnetLabs/JDR.jl

notebook: https://jdr.ninetlabs.nl/notebook

RPKI: https://rpki.readthedocs.io/en/latest/

Julia: https://julialang.org/
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